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Mpegucnoewne

1 PASPABOTAH OBwecTeoM C OrpaHHYeHHON OTEETCTREHHOCTEN «LlenTp DesonacHocTh WHpopma-
UHre (000 «LlBM»)

2 BHECEH TexHu4ecsMM KOMUTETOM No cTaHAapTHIaumMy TK 362 «3auta uHdropsaLims

3 YTBEPHIOEH W BEEOEH B OEMCTBME Mpuraios $egepansHoro areHTCTER No TEXHHHECKOMY pa-
ryNWPoBaHKMES W METPoNorK ot 19 aerycta 2015 r. Ne 1180-ct

4 BBE[IEH BINEPEBIE

lMNpaaLna NpuMeHesUs HacMoRLLE2s cmaxdapma yomanoaneds: @ NOCT P 1.0<2072 (pasden 8). Hux-
dopaayur 0f UIMBHEHUAX K H3CMOoAWeN) cmandapmy nyGnukyemcs 8 exesodwonm (N0 cocmoAkuo Ha T
AHEADA MEKYUE2D a0da) UNPODMaLUOHHOM YEazamene «HayuoHamsMeE cmaddapmeds, & ouyLansHsd
MEKCT UaMeHeHUd U NoNpaaoK — @ EMEMECAYHOM UMDODMALUCHHOM yralamene «HauuoMansMee Ciman-
dapme. B ciyYae nepecMompa (3aMedsl] Wil omMMeHsl HACMOALWEes0 cmandapma coomasmcmeayyes
yaedomnesue Gydem onyfnurosano & Gnuwadiues asiTYCKe EXNeMECAYHO20 UHDODMAYUOHHOSD Yirazameans
w HayUOMHaTEMEE CManHdapmisis. CoMmEamcmayiolLan uNoDMaLua, yaedomneklUa U MeKcimal DaIMEeLLLENTT-
CA mMakwe 8 uHbopmanuosHol cucmene ofilyeso Nonk3oeaMua = Ha ouyuansHow calime PedepansHo2o
A2EHMCIEA MO MEXHUYECKOMY DESYNIUDOEAML U MEMPGTCLUL & CEmU MumepHem (www gost ru)

B CravaapTuHdiope, 2015

HacToawWi cTasgapT He MoXET BelTk NOMHOCTRIO WK YaCTHUYHO BOCNPOWIBENEH, THDEKHPOEIH 1 pac-
NpOCTRAHEH B Ka42CTEE odMUMaNEHOMe HanaHuA Gea paapeweHna DenepankHOrD areHTCTES NO TEXHHUeCKo-
MY DECYTIMPOBAHIID W METRONOMMM
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EeegeHne

HacTofwWi CTaHOAPT BXOQUT B KOMNNEKC CTAKGAPTOR, YCTAHABNMBAKMUMY KNACCHPUKaLKMID yAIBHMO=
CTEN, NpAEMNE ONUCAHKA YRIBKWMOCTEN, CONEeQMaAHKWE W NOPAGOK BRNONHEHHA PASOT MO BLIABNEHD W OLEHKS
YAIBUMOCTER MHOopMaLMoHHBEX crucTem (MC).

Hacroswwi cTangapT pacnpocTRaAHAETCA HA QEATEMNLHOCTE MO 3aLMTE WHgOPMALWH, CEBAIAHHYID C Bhl-
ABMEHAEM, OMMCAHHNES, YCTRAHEHREM WU MCEMICYEHMEM BOAMOMHOCTH HCNONLIAoBAHMA yAIEBMMOCTER MIC npn
pazpaboTie, BHEAPEHWA W IKCnNyaTauqu MC.

B WacToAwem cTaHgapTe NPHHATE NPABANG ONWCAHWA YAIBMMOCTEN, KOTOPEE MOTYT BbiTe MCNONS3I0=
BAHE CNELWMANKCTAMK MO WHOOPMALWOHHOR BEIONACHOCTA NPH COATAHWH ¥ BEREHHH Daiki DaMHBX YAIBK-
mocTel MC, paapabotke cpeacTE KOHTPONA {aHanwWia) JawHeHHoOCT HGopMayKd, paspaboTke Mogeneai
yrpoa BeaonacHoCTi MHDOPMAaLMKA ¥ NPOEKTHRPOBAHWK CHUCTEM 3aLUMTE WHQOpMaUWK, NpoBedeHry paboT no
MOEHTHEWEALMN, BRIARNTEHMID YRIBAMOCTER, VX aHANWIY W YCTPAHEHKIO.
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HAUWOHANBHBIA CTAHOAPT POCCHUMWCKOHWN @EOEPALUWHN

JawmTa HHOoOpPMaLMK
YAIBUMOCTH HHDOPMALIMOHHBIX CUCTEM

MpaEuna oNHCAHKA YAIBMMOCTEH

Information pratection. Vulnerabilities in information systems. Rules of vulnerabilities descripbion

Oara epegeHua — 2016—04—01

1 OBnacTb NnpUMeHEeHWA

HacToAwwW#a crasgapT yeTadaenueasT obwwe TpeboBaHnA K CTPYKTYDE ONMCAHWA YAIBMMOCTH W Npa-
BAMNAM ONUCAHKMA YAIBHMOCTA HHEODMaUKOHHOH crcTemMe (MC). B HacToAweM cTavgapTe NpUHATA CTPYKTY-
pa ofIMCaHMA YAIBWMOCTI, HCNONEI0BAHME KOTODOR NOABOMKT 0BeCneEYnTe AOCTATOYHOCTE MHdopMaUKMK ona
HOEHTDMEALWA yRasumocTi MC 1 eeinonHenna pabor No adanuay yassumocTel MC.

HacTosWMA cTaHOapT He PAcNpOCTPaHASTCA Ha YAIBMMOCTA MO, cRAZanHe C YTEYKOH WHDODMAaLKKA
Mo TEXHWYECKMI KAHANAM, B TOM YHCNE YAIEWMOCTAMK ANEKTROHHLIX KOMMOHEHMTOR TeXHUYeCcKMY [annapar-
HEiX M annNapaTHo-NPOrpaMMEelx) CPeOdCTE MHEODMALMOHHEIX CHCTEM.

2 HopmaTHEHLIEe CChINKK

B HacToAwem cTaHgapTe MCnonsInBaHa HOpMAaTHUBHAA CCbINMKa HA cNegyowWi cTaHgapT:
M2CT P 56546-2015 3awuTa uHopMaliy. ¥aisumMocTi MHEoDMaULMoHHBIX CHCTeM. Knaccudukauua
YAIBMMOCTER HHIDOPMALBOHHBIX CHCTEM

Mpumedadne —TNpy NONE30EEHEN HBCTOALLMM CTAHOAPTOM UENecoobpaHo NposapnTe JERCTEME CObIMOHHEIX
ETEHABPTOR B MHDOPMAUBOHHOR chcTeme obwsard NonbIoBaHNA — HE OHALMANLHOM CARTE HAUMOHAMNLHOM opraka Poc-
CHACKDA Panepalyn no CTAHOAPTHIALMK B CaTH MHTERHET 1NKv NO axaragHoMy MHDOPMBUWMOHHBOMY yE23aTans0 aHaumo-
HAMLHES CTAHOSPTL®, KOTOPER onyBNusosaH No COCTORHWD HA 1 AHEAPR TEKYLWEND rO04, W N0 BeIMyCKEM EHEMBCRHHO
MuthopMaupmoHHora yeadatend sHaywoHaneHee CTAHOAPTEIR 38 TEKYLLWA roy. ECAM JaMBHeH COBINOYHEIA CTAHOAPT, HA
KOTOPLIA 0aHa HEOATHDOBEHHAR COLIMKE, TO PEROMEHOYVETCA MCNONLIOBSTE OSRCTEYHNLYH BEPCMED 3TOM CTAHOAPTE G
WHETOM BCEX BHECEHHLIX B OSHHYID BEPCAN MaMEHEHWR. Ecnr 3amessH coeiNOHHER CTEHOEPT, HE KOTOPLIA J8HE OaTH-
[POBAHHAR COLIKA, TO PEROMEHOYETCA MCNONLEIDEATE BSECHID 3TOM CTEHOEPTA © VESISHHLIM BLILLE FOA0M YTESPHOSHUA
(NprHATHA). ECh nocns yTESpHOSHAA HACTORWEM CTAHOAPTA B CCRINOHHLIR CTEHOSPT, HA KOTOPEIA 0aHA QATHROSEHHERA
COLIMKA, BHECAHO MAMEHEHHE, 3ATPAMEILEE NONDMEHWE, HE KOTOPOS O3HE COLINEE, TO 3T0 NONOHEHWE PEROMEHOYETCA
NEHMEHATE D83 yYeTa QaHHOD MaMeHEHNA. ECny CobnoyYHLIR CTEHAAPT oTMeEHEeH G223 3aMeHEl, TO NONOHMaHNE, B KOTOR0M
[0aHa COBIMKA HA HEM, PEXDMEHOYETCH MPUMEHATE B HBCTI, HE 3aTParMERWSHR 3TY COLIMKY.

3 TepMuUHBbI U ONpegeneHus

B HacToAwem cTaHgapTe NpMMaHeHs CNeayowWWe TepMUHE! C COOTBETCTBYIOLMMMK ONPELenEHARMIA:
3.1 vHpopmalHOHHAA CHCTEMA: COBOKYTHOCTE COREpMALLeACA B Batax JanHex MifropMalHd i obe-
CREYMBIWKE &8 obpaboTky MHDOPMALWOHHLIX TEXHONOMMA U TEXHW4ECHHE CPEaCTa.

Mpumayadue —OnpegeneHssE TEpMHHS cooTaaTerayer [1].

3.2 yrpoaa BeaonacHocTH MHgopMmayuin CoROKYNHOCTE YCNORWA M (DaKToOpoR, COGOaULME NOTEHL M-
AMNbHYKD WKW DEANBHD CYLLECTEYIOW YD ONACHOCTE HADYLIEHWA Ge30NACHOCTH MHDODMAL MK,

3.3 yaasumocTh. Hegoctartox (cnabocTe) nporpaMMHonn (NporpamMmMHo-TEXHMYECKOro) CpeacTea MnK
HHDODMALMOHHON CHCTEMEBL B LENOKM, KOTODbLIN (KOTODaR) MOMeT GhiTh HCTIONBIOEAHA ANA PEanMIaLKe yrpos
De3onacHoCT MHOPMALKMH,

34 npaguna onNHMCaHWA YAIBMMOCTH COBOKYNHOCTE NOMOHEHHA, DETNAMEHTHDYIOWME CTRPYETYRY W
COOBMMAHKE ONUCAHKA YAIBHMMOCTH.

Mapnanue ofuuMansHoe
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3.5 onMcaHMe YAIBMMOCTH. MHDOPMaUWA O BeIARNEHHDN YRIBHMOCTIA.

3.6 nacnopr yRagamocTH. JokymenT ((opManqacsaHHoe NpeacTaaneHne), CoaepmallMi onucaHue
YRIBUBMOCTH, ONPeAenfiolHWd XaApaKTepHCTHEH YAIBMMOCTH W BeINONHEHHBIA B COOTBETCTEMM C NPABAMALA
OMHUCAHWA YAIBUMOCTH.

3.7 M3BpeCcTHAR YAIBMMOCTL. YAIBMMOCTE, onyGnvikceaHHan B ofWenocTynHbLIX WCTOYHWEAX C onWca-
HWEM COOTRETCTEYIOWMY MEP JAWWTE WHAOPMALWK, NCNPABNEHWA HEOOCTATHOS WKW COCTRETCTRYOWMX ofb-
HOBMEHAA.

3.8 yAIBMMOCTE HYNBBOrD OHA! YAIEWMOCTE, KOTOPAA CTAHOBMTCA WIBECTHOW 00 MOMEHTA BRIMYCKa
pa3IpaGoTYMKOM KOMNOHEHTA MHDOPMALMOHHMOH CUCTEMBl COOTRETCTEYIOWMXY MED JALLWTH WHEHODMALKA, W=
NPaENeHHin HEQOCTATHOE MK COOTEETCTRY IOWKX OGHOBNEHHH.

3.9 pnepenié BLIABNEHHAA YAIBMMOCTL. YAIBUMOCTL, HeonyBnukoBanHas B oblenocTyNHEIN MCTON-
HIKAX.

4 OcHOBHLIE NONOMEeHWA

4.1 Onucanwe yAasusocT VIC BeINCNHASTCA B COOTBETCTEMM C NPaBMNamMy olHCaHHA.

4 2 MNMpaeyna onvcalkAa yAaaumocTerd MC pacnpocTpalAiiTCA Ha MABBCTHEIE YAIBMMOCTH, YAIBHMMOCTH
HYNEEOrD AHA ¥ BNEPBLIE BEIARNEHHEE YRIBHMOCTH.

4 3 Onucaike yRasuMocTh MC odhopMnseTcA B BMOE NACNOPTa YAIBMMOCTH, DOpMa KOTOPOTD M NPWMED
3aNONHeHa NpeacTasnexs B Tabdnuye A1 (nprnosesne A).

5 CTpyKkTypa W cofepKaHue ONMCaHWA YASBEWUMOCTEH

5.1 O6wme TpeBoBaHKA K CTRYKTYPE ONWCAHWA YAIBMMOCTH

5.1.1 CTpysTypa ONUCAHWA YAIBMMOCTI O0MDeHA 0GecnaqnBaTe QOCTATOMHOCTE MHEBOPMAaLLIMKM ON8 HOEH-
THDWEALWA YRIBWMOCTH MC W BeinonsednA pabor No asanqay YaIeuMocTed MC.

5.1.2 nA oaHosHavYHon MaedTHMEaLMKA YAIBMMOCTH ONMCaHWe OOMeHD BEMOYaTE CNenyme ane-
MEHTLL

= WOBHTHUDMKATED YAIBMMOCTH,

= HAWMEHOBAHWE YAIBKMOCTH,

- KNACce YAIBHWMOCTIA;

= HAMMEHOBAHKWE NPOTpAMMHOND obecnededus (MO W ero BepcwA.

5.1.3 Ana cbecnedvedna paBoT No aHanday yRIeMmocTed MC onMcas e JoMmsHo BENYaTE CNeqysuue
ANEMEHTIL

= WOBHTUAWKATCR TWNA HBQOCTATHA;

= TWM HEOOCTATEA,

- MECTD BO3HWKHOBEHWA (NPOARNEHWA) YAIBMMOCTIH;

= cnocob (npasunse ) obHapyYHeHHA YAIBUMOCTH,

= BOIMOMHEIE MEDEI N YCTRAHEHKIO YAIBHMOCTH.

5.1.4 na obecnedeH-A AeTankHol HHpopMaLrK 00 yAIBHMOCTA CNKCAHKWE MOKET BENKDHATE CNEQyo-
WHE INEMEHTRI

= HANMEHOBAHWE ONERALWOHHON CUCTEMBI M TN aNNARATHOR NRaThopie;

- R3kLK NporpaMmvposanua MNo;

= cnywGa (NopT), KoTopyko{kii) MCNoNEIYIOT ANA EYHLWOHKpoaaRWA N0,

= CTENEHE ONACHOCTH YAIBHMOCTA.

- KPATHOE CNUCAHME YAIBMMOCTIA;

= MOBHTHDOMEATORE OPYMAX CHCTEM ONUCAHAR YAIBWMOCTER;

= AT BuIARNSHWA YAIRHMOCTH,

- 3BTop, ONYENHECEABWWA MHDOPMALWID O BLABNEHHOH YAIBHMOCTIH,

= KPUTEDHK ONACHOCTIA YAIBMMOCTH.

5.1.5 JononHMTensHo ONWcadke yAIBMMOCTH WMC MOXeT BKmoYaTe npouyks MHQOopMayme B cocTase
CREAYIOWNY 3NEMERTOR.

= ONMCAHKWE PFEaNUaYeMol TexHonorm obpatoTim (Nepegayn) MHGQopMaUnK,

= OnWcaHKWe kospurypauwi Mo, onpeiensemol NnapaMeTpamd yCTaHoBKW;

- onucadwe vactpoek MO, NpY KOTOPLIX BEIABNEHA YAIBHMOCTE,
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= OMBCAHWE NCMHOMOYKEA (Npas aocTyna) K WG, Heobxoiyisix HADYLLM TN ANA IKCIITyaTauUWM9 YRIBHMOCTH,

= OMACAHKE BOIMOMHE YTpo3 De3onacHoCcTH MHDopMaLKMK, PEANKMIALWMA KOTOPLX BOIMOMHA NDWM 3KC-
MAYATALMH YAIBHRMOCTH,

= ONHUCAHWE BOAMOMHED NOCNEOCTEHIA OT IKCNNYATAU MK yAIenmocTy WG]

- HAMMEHOBAHWE ODTAHK3ALMK, KOTOPAA onyGnrkoBana MHDopPMaLWMK O BLIABNSHHON YAIBUMOCTM,

= oara onyBnyEoEaHMA YyEeQOMNeHWA O BLRBNEHHOR YAIEMMOCTH, a TAKKE 0aTa YCTPaHEHWA YAIBHMO=
CTH pazpaBoTumiom MNO;

= ApYTHE CEEeOSHWA.

5.2 0O8wme TpeboBAHMA K COOBDEAHWKD ONWCAHWA YAIBWMOCTH

5.2.1 CogepHaHWe oNUCcaHKa yAIBMMOCTH JCM#HL ofecneddTs aOHOIHAYHOCTE W NONHOTY WHbopma-
UHH OB YAIBEMMOCTH.

5.2.2 3nemenT sHaumeHosaHue yAIBMMOCTHY NpeacTaEnaet cobol TeKcToBY MEdropMaumMio ofb yaa-
BWMOCTH, Ha OCHOBE KOTOPOW BOIMOMHD YCTAHOBMTE NDWYHHY W (MNK) NOCNEACTEWA YAIBWMOCTH. HansmeHo-
BAHME YRAIBWMOCTH JOMMHO BeiTh NPEICTABMNEH0 HA PYCCHOM AakiKg (B CHODKAX HA AHTMWACKDM A3LIKE — NPA
HEDBXOQUMOCTH).

NMpumep - Onucayue YRIBUMOCITIU 8 YaComy INeMenma sHauMeH0eaNuA yAZBUMOCTILES. YRIEUMOCTIE,
npueodAwan Kk nepenonqeswo Sygepa e cnywbe RPC DCOM e onepayuonmels cucmemax Microsoft Windows
4.0 2000/XP/2003 (Vulnerability Windows XP RPCS55 DCOM Buffer Overflow).

5.2.3 2nemenT «MogHTndmrkaTop yAIEMMOCTHY NpegcTaanaeT cobol andapuTHo-UnppoBoi Ko, BENK-
Yawowmi kog Gadel aHHBIX YRIBUMOCTEH, Mol BEISENEHWA YAIEMMOCTH W NOPAAKOBLIA HOMED YAIBUMOCTH,
BLIABNEHHON B Texywem rogy. Mpy onpegeneHii HOeHTHOUKATOPE YAIBHMOCTIA KOO Gatkl AAHHEX YAIBHMO-
CTEHA, Mo BEISBENEHWA YAIBMMOCTA ¥ NOPASKOBLIA HOMED YAIEMMOCTH JONMKHE GETE OTOeneHs BpyT OT Opyra
IHAKOM #—», MPW 3TOM 34aK NpoBena HE CTABWTCR.

Mpuwmep - Onucanue yAIBUMOCITIL 8 Hacmu anemenma «Hdenwmugburkamop yragumocmous : XXX-2003-0813.

524 Snesmedt ¢MaeHTHMUKETODE ODYIAX CACTEM ONWCAHWE YAIBMMOCTEW» NpPEACTARNAET COGOM
HOEHTHDUEATOPE YAIBEHMOCTA B OpYIMX CHCTEMAX ONUcaHWi. JasHbii INesMeHT BXNI0YasET WOeHTHEOMKaTopE
YAIBUMOCTH M3 0DWEA0CTYNHBE WCTOMHMKOB W COQBDHMT, KAk Npasung, undposol 1nK anasuTHo-ukwdppo-
ol Kog. Onucadne MoweT DelTe BEINONHEHO B BUOE rANepccenok B opmaTe agpecos URL.

Mpumep - Onucanue YAIGUMOCTIL 8 Yacmu aneMesma vHdenmuguramops! Jpyaux CUCmenM onuca-

HUl yRzgumocmeds: CVE ID: CVE-2003-0813; Bugtrag ID: 52018; O5VDE ID: 5465, Qualys ID: 90777, Secumnia
Advisory: SA48183; SecurityTracker Alert ID: 1025250; Nessus Plugin I1D: 380594,

5.2.5 AnemenT oKpaTioe ONWCaHWe YAIBMMOCTH? NPEJCcTABNAET CODOR TEKCTOBYID MHUpopMauwo ob
YAIBMMOCTHA W BOIMOHHOCTAR 28 WCNoNEIDBaHKWA.

Mpuwnep - Onucanue yRISUMOCITIL 8 H3CMU 3NeMEHTa eKpamyEoe onNUcaHUe YRIEUMOCTILS: FRISUMOGCTE
obHapywera & cnywte RPC DCOM. Hapywumens MOMEm 8L38aMe MK & o8cnyRUsaHUL (aeapudHoe sagep-
weHue pabome! CUCMEME! WU Mepezaspyaka), cozdasan dea nomoka dnR odwozo u moso xe RPC-3anpoca. Mo
COOBLEHUN PAIDafomyYUKd, YRIEUMOCTIE MONEM UCNONL308AMBER ONA BLINOTHENUR NPOUISONLH020 Koda 8
YRIBUMOU cucmeme. Pazpabomyus OWeHLI, SIT0 YRIEUMOCTIE LMEET! AKPUMUYECKULy ypOesHs OITEcH OCITIL.

5.2.6 3nemedt «Knacc yRapumocTMer NpeacTasnaeT cobol TeKcToRy MHMOpMaLKIo, KOTORY anpeae-
NAKT B cooTaarcTeMk ¢ TOCT P 56546-2015.

Mpuwmep - ONUCAHUE YAIBLUMOCITILU 8 YACITIU 3NeMerma sKIace YAISUMOCTIUS FRIBUMOCTIE KOO0d.

5.2.7 SnesmedT «HansmeHoBa ke NPCrpaMMHcro o0GecnaYs A W erg BepcHas NpegCeTasnseT cobol M-
PopMaUHio 0 HAWMEHOBaHHK 10 W &ro BEpCHAM.

Mpumep - ONucayue YAISUMOCTIU 8 Yacmu aneMedma «HauMenoeanUe NpoZpaMMHO20 00SCTIe4aHUR U
a20 gepourys: RPC/DCOM Microsoff Windows 4.002000/XF2003.

5.2.8 3nesedt «Crmywba (NopT), HOTORYR(LIA] WCNONL3YIOT ONA EYHELWOHKPOBAHWA NPOrpaMMHorD
obecnedednar NpeacTaEnaeT cobol KoMBMHMpOBaHHYID MHopMaUrKe o cnybe (CUCTEMHOR MNKM CETEB0R),
O CETEROM NOPTE, KOTODBIA MCNONEIYIOT ANR PYHELHOHKUPOBAHHA NO, 1 0 HAWMEHOBAHMK CETEROM NDOTOKOMNA
Nepedaqd gadHsx. HoMep ceTenoro NopTa M HAWMEHOBAHWE CETERON NPOTOKONA Nepeqaqdy QaHHsx oTgenn-
WIT QDT OT OPYra IHaKom e,
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Mepumeyadde —Cmewba (NopT), LOTOPRYH0(EA) BONONEIYT ANA DY HKEHOHKPOBEHAA NROrPaMMBono abacnayes-
HWA, MIDHET HE MMETE NOCTORHHODM aHaqeHWA. NporpammEomy 00SCnesa D MOHET GeiTh H2IHIYEH NOPT NO YMONYEHWH,
HO NpakTwdeckd nebos MO MoseT BeiTe NEpERaHErY PMDOSSaHO Ha QPYHof nopT.

Mpumep - ONUCAHUE YAZBUMOCITIU & Yacmu anemMenma «Caywba (nopm), Komopyrofsid) UCromesysm
dnA yHKLUOHUPOSaHURA MpozpaMMHozo obecnevenuny: RPC 138cp.

5.2.9 3nemedTt «Haklk NpOrpaMMHpOBaHWA NporpamMMHore obecnedexmay NpegcTaanaeT cofol Haume-
HOBAHWE AJBIKa NPOrPaMMHpPOBAHMA, MCNONBEIYEMOro Npr paapabotke (npegctaenexun) NO. CoapemenHos
MO, kak npaepuno, paspafaTeiBawT C MCNONEI0BAHMEM CEMENCTRA ASRKOR NPOrPaMMUPOBAHMA, MOITOMY GaH-
HEBIA AMEMEHT MOHET BEMICUATE HHMODMaLWIO O TEXHONOMNAM (cpena) NporpaMmMypOEaHIAA.

Mpumep - ONUCAHUE FRIBUMOCTIU 8 YACTIU 3N8MeNmMa «HaniK MpozpaMMuposanUs NpozpaMmEoas obe-
creyenuas: CH+,

5.2 10 3nemenT « TN HEQOCTaTKas NPEOCTABNAST COG0R TEKCTORY 0 MHPODMALMIO, KOTODYH ONpegeni-
10T B cooTeeTcTEMn ¢ TOCT P 56546-2015.

Mpumep - ONUcaHue YRISUMOCITIU 8 Yacmu 3nemMenma « Tun Hedocmameay: HedocMamKL, Can3aHHLIe ©
nepenonHeHues Sydepa masamu.

521 3nemedt «VOBHTUQMEATOD THNA HEOOCTATEA NPEACTABRNAET COBOR YHHUKANBHEA KWOBHTHN-
KaTOP TWNA HEQOCTATEa W cogepwHT andaputHe-urdposod kog. Moentudurkatop moweT DeiTe BIAT (M NpM
HEDBXOQURMOCTI JONCNHEH ) M3 OBWEOOCTYNHBIX MCTOYHKKOR.

Mpuwmep - Dnucanue yAISUMOCITIU 8 Yacmu 3nemenma sHdenmuguramop muna Hedocmamuas: CWE-115.

5.2.12 3nemenT «MecTo BOIHHKHOBEHWA (NPOABMNEHWA] YAIBWMOCTWS NPEACTABMNAST COG0R TEKCTOEYIO
HHDODMaLMID 0 KOMMEOHEHTAX WHDODMALWOHHOR CACTEMBI, HOTOPEIE COOQEBDMAT PACCMATPUBASMYIO YAIBW-
MOLT.

Mpuwsmep - Onucanue yRIsUMOCMU & Yacmu amemenrma «Mecmo g03HUKHOSBHUA (NDOREMTEHUR] YRZEW-
MOCITIUE:. YRIBUMOCTIE & o0WecucmeMHoM [obWen) npospaMmMHoM obecnevyenu.

5.2.13 3nemenT sHauMeHoBaHHe ONepayuoHHoR CHCTEME M THN anNNapaTHol NNatgopies NpeacTas-
naet cobol wiibopmaumio ob onNepauMoHHOR CUCTEME | THNe annapaTHoR NnaTgopmel. TUNamMK annapaTHoR
nnargopmsl AenawoTeA: 1A4-32, 1A-64, X886, ARM, PA-RISC, SPARC, System z » apymve.

NMpumep - Onucadue yAIEUMOCMU 8 Yacmu anemesma sHauwmenosaHUe ONEPaELUONHDT CUCMEMEl U
mun anmapamyod nnamiopsess: Microsoft Windows 4.0020000%P/2003 {=32).

5.2.14 3nement «[Jata BuARNEHMA YRIBUMOCTHY NPESCTARNAST COG0N MHGOpMaLMo O 0aTe BeIARMNE-
HWA yRasumocTH B eopmaTe JOMMITTT, data eeaeneHsA YAIBMMOCTH B CNy4Yae DakTHYECKOH HEBDIMON=
HOCTM B8 YCTAHOBNEHWA CYMTAETCA COBNAfaWeR ¢ gaTtol pericTpaukik coobwenmra of yRaeuMocTy B Baae
JaHHBIX YAIBHMOCTEN.

Mpuwsep - ONUCcanue YRISUMOCTIU 8 Yacmu 3nemedma sffama asiRaneHur yRIsuMocmue: 237272004,

5.2.15 3nemenT «ApTop, onyGNUKOBABWKA WHEDPMALWID C BLIABRNEHHOR YAIBUMOCTHY NPeACTaRNAET
CoBol vupopsmaumo 0b apTope, KOTOpsIM CBHARYKKN ¥ ONYDNKUKoBAN YAIBMMOCTE NEpEkIM.

NMepumMayad e — ANEMEHT RENSAETCA HEODAIATENLHLIM K 3anonHeHwir. Pasaalssne MHbopmadue ob aatops
QCYLLSCTENRETEA © yaamom [2].

5216 3nement «Cnocob (Npaswno) obHapyHeEHKA YRIBWMOCTW: NpedcTaenAet cobold dopManinio-
BAHHOE NEEBEWNS onpegensHdn yRaeusocth. Cnocod (npaesuno) obHapyHEHWA YAIBUMOCTH NO3BANAET NpK
MOMOLLM CRELMansHoA NPoLYELyps NPOBECTH NPOBEPKY HAMNMHHA YAIBWMOCTIA.

Mpuwmep - Onucanue YRISUMOCITIY 8 Y3CTU 2meMenma eCrocod (npaswno) oBHapy MeHUR yH I8 UMOCITILS
HE F3bire onucaqur OVAL:
AND Software section
Criterion: Windows XP is installed
registry_test foval:org.mifre.oval:tst:2838); check_existence = at_least_one_exists,
check = at least one
registry_object (oval:org.mitre.ovaliobj:479): hive: HKEY_LOCAL_MACGHINE
key: SOFTWAREMicrosoftiWindows NT\CurrentVersion
name: CurrentWersion
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registry_state (oval:org.mitre.oval:ste: 2657):
value: 5.1
OR a vulnerable version of rpertd.dil exists on XP
AND 32-bit version of Windows and a vulnerable version of rpertd.all exists
Criterion: 32-Bit version of Windows is installed
registry_test [oval:org.mitre.oval:tst: 2748): check_existence = at_least_one_exists,
check = af least one
registry_object foval:org.mitre.oval:obj: 1576): hive: HKEY _LOCAL_MACHINE
key: SYSTEM\CurrentControlSef\Control\Session Manager\Environment
name: PROCESSOR_ARCHITECTURE
regisiry_state (oval:org.mifre.oval:ste:2569):
value: xB6

Mpumedadua — OVAL (Opan Vulnarability and Assessmant Languaga) — OTEDPLITEA S3kE ONHCAHAR YRIBHMO-
CTER W NPpoEageHWA oueHox. OWAL DETENEHO ONMCEIEAET METOO NPOBSPEE NAPAMETROE KOHGKIYPELHE ANR ONPESEnEHEA
HAMWYHR YRIBWMOCT .

5.2.17 GneMenT «KpHTepMd ONAcHOCTH YAIBWMOCTWS NPEACTARNAET COD0N COBDKYNMHOCTE HHDODMAaLMK
O KPMTERMAX, MCNONB3YeMEBX NDM CUEHES CTEMNEHA ONACHICT YAIBWMOCTH, W O WX 3HaUeHHMAX. Kaxosi kpuTe-
LHA MOMET NPMHUMATE IHAYEHWA, COMAacHD CReayowEd HOMEHKNaTYpe:

= KPMTEDHA ATAN QOCTYNA» [NOKaNksHEIA, yoanedHsi, gpyrol TMn goctyna)l;

= KPHUTEDMHA «yCNOBMA QOCTYNAs (YIPARNEHWE OOCTYNOM, OPYrde YCNOoBWA, YNDARNEHWE DOCTYNOM He
NnpUMeHAETCA )

= KpWTEpWH aTReD0BaHHA ayTEHTUOHKALWWY (OOHOKDATHAA AyTEHTHOMKALMA, HCNONBAoBEAHKWE [MHOTO=
KPATHEA BBOA) PAINUYHoR ayTeHTMdmEauroHHoR whadopmaumik, ayTeHTidmKauma He Tpedyerca);

- KPHTEDHR «BNHANKE HA KOHDWOEHUMANBHOCTES (HE OKAIRBAET BNHUAHWA, HADYLLEHWE KoHdiMae ML K-
AnNBHOCTH);

= KPMTEDHR «BNHAHKE H3 UENOCTHOCTEY (HE OKAILIBAET BNXAHKWA, HADYLWEHHE LBNOCTHOCTH),

= KPUTEDHR 4BNWAHKE Ha GQOCTYNHOCTE® (HE OKAILIBIET BNWAHWA, HADYLIEHWE BOCTYTIHOCTH).

Mpumedadda —MNpuasapom ONMCEHWA KPMTEPMER ONACHOCTH YAZBMMOCTA AENAETCR Ga3086IA BEKTOR YAIEMMO-
£TH B cooTeaTeTAMK ¢ Comman Vulnerability Scoring System”.

5218 3nement «CTeneHs ONACHOCTA YAIBMMOCTH: NpedcTaanfeT coboi TekcToBy HHiOpMaUMIo,
KOTOPAA MOMET NPHHKMATE GOHO W3 YETEIpaX AHAYEHMIR: KDHTHYECEMA, BRICOKWA, CpaqHUNA 1M HUZKKWA YpoBREHE
onacHoCTH. CTENEHE ONacHOCTH CNPEOenAioT B COOTEETCTBMN © OTRENLHOR METOOMKDN.

Hp umep - 'DITUGEIHUE_FH!BHHDGH'IH B YaCIMU aneMeHma s Cmensds OnacHocnu YRIgUMOCIUN BEIC oKL
FpoaeHs OnacHOCmILL.

5.2.19 3nemeHT «BOIMOEHBIE MEDLI MO YCTPAHEHWID YAIBMMOCTH S BEMKOYAET B CE0A NpeanoseHHs 1
PEKOMEHIALWA NT YCTRAHEHWIS BRIARNEHHEIX YAIBUMOCTEN MM WCKMPHEHHIO BOIMOMHOCTH MCNONLIoBAHMA
HADYLIMTENEM BRIARNEHHLIX YAIBAMOCTEN. MNpeqnomeHHa 4 PEXOMEHALMK OOMEHEl COOSDMATE CObIMKK Ha
Heobxogumoe N0 M (anK) onucasme kordurypausia MO, anA KoTopbx YTpoas DE30NaAcHOCTH HHOpMaLMKA,
HCNOMEIYILAE OAHHYI0 YAIBHMOCTE, HE ARNAIOTCA AKTYANBHBIMH.

Mpuwsep - ONUCIHLIE YEZSUMOCITIU 8 Y3CMU 2TeMeHMa sB0IMOMHEIE MEDE! M0 FOMDaHeHUH? YRISUMOCITILS
¥emawoeume coomaememayiowee obHoanaHue:

Microsoft Windows NT Server 4.0 Service Pack 6a;

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6;

Microsoft Windows XP and Microsoft Windows XP Service Pack 1;

Microsoft Windows XP 64-Bit Edition Service Pack 1;

Microsoft Windows XP 64-Bit Edition Version 2003;

Microsoft Windows Server 2003 64-Bit Edition.

5.2.20 3nemedtl ONACAHWA YAIBMMOCTH C NpoYel rudropMagHdeh NpeacTaenAmT cobol TEKCTORYIO MH=
ropMauMio, KOTOPaA NoOIBONAET AONCNHWTE oWy o nHdopmMaune of yaasumocTa (oM. 5.1.5).

Mpumep - Onucanue FAIBUMOCTIU 8 Y3CmU 3nemenma «flpovar UHhoDMELYUAY: CRBUUaNEHEIX MTOTHO-
Moyul (npae docmyna)l mo omuowesuo k HC Hapywumemo ve mpebyemcs.

T Common Vulnerability Scoring System (CVSS) — o0wan cHOTEMA OUEHKN YRIEAMOCTH ONyENAKIBaHE Ha odbWLM-
ansHoM cadTe conbwecTes FIRST no appecy URL: hitp:hwesw first.orgiowss.

5
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Mpunosedse A
[ pEROME HOYEMOE)

DopMa NACNOPTA YAIBMMOCTH © NPUMEPOM Bro 3anorHeHHA

TaGnurya A1 —Popma NEcNOpPTa YRIBMMOCTE C NPAMEPROM BID 3ANONHEHAR

ANEMEHT GNACEHHA YRIBMMDCTH

MpumMmep 3EnanHaHWA anWCAHHA ¥ AINHEDETH

HaumeHoBaHWE YAIBMMOCTH

YAMEMMOCTE, NPUEOORWEAR K nepenonsaddes Bydeepa e cnywbe RPC DCOM =
ONEpAaUMOoHHEX  cecTemas:  Microsoflt Windows 4 02000KP2003  (Vulnerability
Windows XP RPCSS5 DCOM Buffer Owvarflaw)

Hagedmadmearop
YAIBMMOCTH

KHX-2003-0813

HMasHTHgMEaTOR I QPYIME CHCTEM
DNMCAHHA YAZSHMOCTER

C\E ID: CVE-2003-0813

Buglrag I0: 52018

OEWVDE ID: 65465

Crualys |D: 90777

Sacunia Advisory: SA48183
SacurityTracker Alert ID: 1025250
Messus Plugin [D: 38009

KPETKDE OMMCAaHAE YRIBWNMOCTA

YRasumocTe obdapyxesa B cnyxbBe RPC DCOM. Hapywwrens MOHET Bw383Th
orkas B obcnysuBadHen  (2E3PWAHODS  3aEepweHWe  paboTel  clcTEM  Wnlk
napesarpyisa), coifasas qEa NOToKE OnA ogHoro B roro se RPC-aanpoca. Mo
coobleHW pazpaboT4mka, YRIEMMOCTE MOMET WCNONBINEATECA OMA BRNGNHEHNA
NPOWIBIHIEHOM KOO0A B YR3IBMMOoA cncteme. PazpaboTsie ougrsnn, 4T0 yAZBMMOCTE
MMEBT SEDHTWHECKHAY YPOSEHSs ONACHOCTH.

Knacs YAIBHMMOCTH

YAIBMMOCTE KOO8

HanmeHosadws N W ero sepcHR

RFC DCOM Microsaft Windaws 4.0/2000/XF/2003

Cnysba (nopr), xoTopan RPC 139tcp
(KOTOPEIR) MCRONBIYETER QMR
dyHELOHMpoearas N0
Hablk nporparsanposadan N0 |G+

THN HEOOCTATEE

Hegoctartin, CEA3aHHEE C NepanonHeHwan Gydapa namaATi

MecTo BOIHUKHOBEHKA
[MPOABNEHMA ) YRIBHMOCTI

YAIEMMOCTE B abweckcramiom [oBwsm] NEorpasMBon obacnedeHe

HMaeHTudmwkarop Tiena
HEOOCTATEE

CWE-118

Haumarnoearsme onapayHoHHON
CHUCTEME M THN ENNAPATHOW
nnardopmil

Micrasoft Windows 4 N20000XP 2003 (=32)

Nara BeISEMEHNR YRIBMMOLTA

10032003

ApTap, onyGNMKoEaBLIKA
HHPOPMAELHED O BRSEMNEHHOR
YAIBMMOCTH
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ANEMEAT SNACENHH YAJEWMDCTH

I'Ipumep JAMINMHEHAE MACIHAA YAIDHEDCTA

Cnocob (npaswno) obrapyHeHR
YAIBMMOCTH

AND Software section
Criterion: Windows XP is installed
registry_test {(oval.org.milraoval:tst:2838). check existence = ai_least ona_
exists, chack = at leasl ona
ragistry_abject (oval:ong.mitre_oval-obj:418):
hive: HKEY_LOCAL_MACHINE
key: SOFTWARE W crasoffiWindows NT\Currant Version
name: CurramnVersion
ragistry _state (ovaliorg.mitre.ovalsta: 2857 ):
valua: 5.7
DR a vulnarabla version of rportd dll ecasts on XP
AND 32-bit version of Windows and a vulnerable version of rpertd. dil exists
Criterion: 32-Bil version of Windows is inslalled
registry_test (ovalorg. mitra.ovaltst2748): check ewxisteance = al_least_ona_
gxisls, chack = at least ona
ragistry_object (oval:orng.mifre ovalobj:1578):
hive: HKEY LOCAL_MACHINE
kay: SYSTEM\CurrentContralSsfiControfSazsion ManagerEnvironmenf
nama: PROCESS0R_ARCHITECTURE
ragistry_state (ovaliorg.mitre.ovalste 2569}
value: x86

Kpurepuy onacHocTa
Y AIBHMMOCTH

Hanpumep, 8 cooteatcTand ¢ CWVES - AVNIAC: L A NeC:CHLECIAC

CranaHb OnacHOCTH YRIBMMOCTH

Buacogdi yposeHs ONACHOETH

BozamasHbie MEDE No
FOTREHEHAR YHIBAMOCTH

YETAHOBWTE COOTEETCTEYHILWES oOHOBNSHME:

Micrasoft Windows MT Server 4.0 Service Pack Ga

Microsoft Windows NT Server 4.0 Terminal Server Edition Service Pack 6
Microsoft Windows XP and Microsoft Windows XP Service Pack 1
Microsofl Windows XP 64-Bit Edition Service Pack 1

Microsoft Windows XP 64-Bil Edition Version 2003

Microsoft Windows Server 2003 64-Bit Editicn

Mporas neopraurA

CrauuankHex NoNROMONME [Npas gocTyna) no oTHoweHen £ WG HapywmuTens He
TpebyercA







