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Mpeancnoewe

Liens i nprHuMne cTadgapTdsagmy B Poccridckoid Pegepaumy yoTadoBneqs PefepansHbib  3aKnHoM
oT 27 nexabpa 2002 r. N2 184-03 o0 TeXHHWYECKOM DEryNUPOBaHIK:, A NPABKNE NPKMEHEHKA HALWOHANBbHEIX
cTaugapTos Poccuiickon Cegepaymn — MOCT P 1.0 — 2004 «CTangaptiaayna 8 Poccuickol Pegepauun. Oc-
HOBHLIE NONEHEHWAD

CreneHMA o CTaHgapTe

1 NOOArOTOBNEH @enepankHbib rocyOapCcTEEHHLM YHpEXdeHH e «focynapCTEEHHLIA HAYYHO-HCCnE-
O08ATENLCHHA MCNBITATENEHSIA MHCTHTYT NPoBNeM TEXHHYeCcKON AWK TE MHbopMauMy PeaepansHoE crymbs no
TEXHWHECKDMY M INCNODTHOMY KOHTROMmO (PIY « THAKE MT 31 @CT3K Poccitky ) M 00WECTEBOM G OTPaHMYEHHOH
OTBETCTBEHHOCTEI aHaydHo-npowseogcTeeHdHas pupma sKpuctanns (000 e M « Kpuctanns ) ka ocxoae cob-
CTEEHHOTD AYTEHTHHHOM NEREBONA CTAHOANTA, YRATAHKOID B MyMKTE 5

2 BHECEH ¥npaenaHies TEXHHYECKorD peryNMpoRatKa W CTAHOARTHIAL MK DenepankeHoro are T cTea no
TEXHWHECKOMY DEryNADOBAHAID W METDONOIHM

3Y¥TREPWIEH W BBENEH B NEMCTBME MNpukasom GemepankHOM areHTeTEA N0 TEXHUSBCKOMY DEryniA-
pOBAHHIO M METPONOTHIA 0T 27 pexabpr 2007 r. Me 514-c1

4 BBENIEH BMNEPELIE

5 HacToAWWA CTAHOADT WOEHTHYEH MEXOyHaApoaHoMY cTakaapTy MCO/M3K TO 13569:2005 e@uHaHco-
B yormyrd. Pekomengauqs no weopsagwonsol Seaonackocte (ISOMNEC TR 13569:2005 «Financial
services — Information security guidelines ).

Mp# NPWMEHEHAN HACTORLLEMD CTAHOAPRTA PRKOMEHIYETCA MCNONBEIOEATE BMBCTO CChIMOUHLIX MEXOYHA-
pPOOHLIX CTAHOARTOR COOTBETCTRYIOLME Ml HALWOHANEHEIE CTAHOARTE Poccuickol Penepalvy, CRENSHKMA O
HOTOPLX NpWES0eHs] B O0NONHATE NEHOM NDANCHEHMA E

Mughopssayls off LIMBHEHLUAX K HACMOAWEMY cmakdapmy nyGnukyenca @ exe2o0ro U20aeaemon udhap-
MAYLOHHOM YKa3aMEens « HAaUUOKaNsHENE CNaHdapmeis, 8 MEKCT USMEHEHUDT U NONDAE0K — & BMEMECAUHD
UAGaEaeMBIX UHDODMELLIOHALIX YRazamenax «HaluoransHee cmandapmesy. B cAyyae nepacMompa (amanis )
LITL CNTIMEHE] HACMORLLEE0 CMandapma coomaamomeioies yesdounenue Gydem onyGnuKkosans 8 ExeMacay-
HO u3dasaemMoM LHDOPMAaLUOHHOM Yradamene s HalyuoransHse cmakdapmes, Coomeamemeayiowan uwgbop-
MALUR, YaedOMIASHLA L MEBRCITIL DAIMELLAHNTICR MAaKHe & UHhopmMaluoHHol cucmesde oduea0 Nons3neams —
Ha oghuLuansHom calime TedepanbHoz0 a2EBHMIMCMES Mo MEXHUYSCHOMY DESYITLUDOEAHLIT U MEMDONOoSLUU & Cemu
M peam

& CranoapTurdope, 2009

HacToAWwMA CTAHOANT HE MOMET BiTh MONHOCTED KM YacTWYHO BOCAPOWIBE0EH, THRAMPOBAH M Pacnpo-

CTPaHEH B KAY8CTRE OhHLMANEHOND kagaHKa Gea paspeweHna PegepansHoro areHTCTEA N TEXHHYECKIMY Dery-
NMDOBAHMI0 1 METDONOMIA
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BeegeHue

PUHAHCOBLIE YCMYTH HAK IKOHOMHYECKAA KATEMOPWMA OTPEKAKDT NPOLECT MCNONEI0AAHWA ABHEKHEX CRE0CTR
HE GCHOBE TORARHO-0EHERHOre 0Spaendus. Oxazane GUHARCOBE YCMYT 33 NPOWEOLes ASCATIANETHE Make-
HWMOCE KAK C TOUKM DEHHA MaCWTAGHOCTH MX OCYLLECTRNEHKA, TAK M B CEAIN C BHEOPSHNEM KOMNBIOTE0HEX |
CETEBLX TEXHONOrAA 8 3Ty cihepy OerTensHOCTH. [p9 3ToM Nogob s ONe paLM3 OCy W ECTENAKTCA K3K BHY TR
rocy0apcTea, Tax M NEW B33MMOOEACTRMK OPraHy3aumi pasHilx CTDaH.

HacToAWME cTaHgapT gaeT NpencTasneH e 0 cCHcTame ohacneyerHa MHBopMaLHoHHoN BE30oNacHoCTH B
NpOUBCCE OKA3AHWA DWHAHCOBLIX YCNYM C YHEToM CNOEHBLUBHCA NDAKTHEKM HA MEXOYHAPDOOHOM YLOBHE, YTO
OCOBEHHD BAMHD ONA OpraHu3auMi, CTPEMALWMXCA PAIBHMEATE CEOID QEATENLHOCTE 38 NpeIenamy Poccuicroi
Tenepalmn.

Vi
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HAUWOHANEHBIA CTAHOAPT POCCMUCKOW @EOEPALUMWMN

DUHAHCODLIE YCNYTH
PEKOMEHOALMK MO MHDOPMALIMOHHOKW BE3ONACHOCTH

Financial sericas. Information secunty guidelinas

Darta esegedms — 2008—07—01

1 OBnacTe NPUMEHEHMA

HacToswud cTaHaapT yeTaHaBNMBaaT pekoMeHdauKry no paspaboTke nporpammsl cbecnaqders g opma-
UMOKHOR BE30NacHoOCTK ONA oprasuialgni B cepe ouHadcoBkix yonyr. PaapaboTia pedomMeHal i OCHOBbIBa-
NAck Ha PACCMOTPEHAK BHanec-cpaal, NPAKTHYSCKMX MPWEMOE 1M NPOUSOyD BeRTeNsHOCTH (MMHaHCOakIX Ype-
OeHni. HAcToAWMA cTAMAAapT NDegHaIHaYes OnA UCNonbI0BaHWA DHHARCORBIMA YYPEKOEHAAMA DAINWYHOMD
THNA W PA3IMEPA, KOTOPRE JOM4HEl pa3pabaTeBaTs PALYMOHANEHYKD W IKOHOMWHECK OZOCHOBAHHYID NPOrpamMmy
afecnaqe A dopMaLMoHHoR GeannacHoCTH.

2 HopmatHBHbIE CCLINKK

B HacToAWweM CTaHgapTe HCNONbA0BaAHL] CobIMKK Ha CNE0YIOWHE MEXTYHAPOAHLIE CTAHGAPTEL

MCO 9564 (sce vyacTu) Bavkoeckoe geno — MexsegwmenT 1 obecnedyeHne BeI0NACHOCTH NEPCOHANEHEIX
HOEHTHDHEAUMOHHEI HOMEDOB

MCO 10202 (ece 4acTH) BaHKOBCKHE KADTOHKM AMA (DMHARCOBREX CNepau il — ApXMTERTYDE De30nacHoCTH
CHCTEM (DHHAHCOBEIX ONERaLAN, KCNONBIWIOLAK CMADT-KAPTR

MCO 11568 (pce yacTv) BavkoBcKkoe 0eno — MeHegMMEHT KNIoYeR (poaHMYHan Toproansa)

MCOIM3K 11770 (pce yacTi) MudopmayuorHan TexHonorma — MeTtoae 1 cpaactea obecnedeHma Beso-
NACHOCTH — MeHaQmMeHT Kmiowei

MCO 15782 (ece yacTr) MevwepemenT cepTiduxaTon B clepe (PruHaHCOBLIX Yoy

MCO 16609:2004 BanxkoRckoe feno — TpeboBaHua K ayTeHT WP HKaLWK COOGLLEHWRA, KCNONBIYR CHMMET-
P HER METOOR

MCOMAEK 177992005 MadopMaumoHHan TeXHONoMA — NpakTHeeckue NpaBuna yNpagneHHa HHooprmam-
CHHON DeI0nNacHOCTRI

MCOM3IK 18028 (ece vacTu) MrdopmayuoHHan TexHonorna — MeTtoae v cpeacTea obecnedermns Beao-
NACHECTH — BE30NaACHOCTE MHDOPMAaLMOHHOR CaTH

MCOMI3K 18033 (ece YacTH) MudopMayMoHHas TeEXHONOMMA. — MeTodel W cpeacTea obacnedesrra Bean-
NACHOCTH — ANMOPUTMBl WHDpOEaHKA

MCO 211882006 MudpacTpykTypa OTEPLITEX KMo4Yel Ana chepsl huHancoaey yomyT — MNpaktryeckie
NPHEsES M CTPYETY E NOAUMTHERN

3 TepMKHHbI W ONpeaeneHuA

B HacToAWeM CTaHOaPTe NPMMEHEHE CNeOyieL e TEDMUHEL C COOTEETCTEYIOWAMKA ONDE0EnsHnAMH.
3.1 ¥npaBneH1a OoCTYNOM (access control). ©yHELMME, OrpaHnYMBaI0LWLIMWE GOCTYN K MHEOPMaL KK |11
cpeacTeam 05patoTiM HHPOPMALKMK TONBKD AETODUICEAHHEIM MHLAM WK NPHICEEHMAM, BKNoYan uasvieckos

Hapamme cuumaneHoe
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YNpABNeHWe OCTYNIOM, CCHOBAHHGE HA PAIMeLLeHd Duansecknx GapLepon MeRly HEaBTODMI0BAHHEIMA NMLA-
MM A JAWMLLEAEM B WHEODMALMOHHEIMM PECYDCEMIA, W NOTAHECKME CPEOCTEA YTIDABNEHHR AOCTYTIOM, HCNOMNE-
AVIOLLME ODYTHE CNocobsl yNDaRNEHHA.

3.2 nogoryeTHoCTE (accountability): Ceoncreo, obecnedveanwes 0gHOIHAYHOE NPOCNEKHEAHKE OEA-
CTEAA MOBOTo NOrMYeckoro oBsaKTa.

[MCO 7488-2:1889] [1], [MCOMIK 13335-1:2004] [2]

3.3 carnan Tpesoru (alarm): Ykalanve Ha HapyweHre BeaonacHocTH, HeoDYHOE MMM ONacHDe COCTOR-
HWE, KOTOROE MOMET NoTpeSoRaTe HEMEANEHHOMD BHUMAHWA.

3.4 akTuBkl (asset): Boe, 4To MMERT WEHHOCTE ANA OpradMaaumu [2].

3.5 ayaur (audit): Cnysfa, 3agaq4el KOTOPOA ABNASTCA NEFOBEDKE HANKWYWMA ANBKEATHLIX MED KOHTDOMA |
coobLEHHe DYKOBOACTEY COOTREETCTEVIOWEND YPORHA O HECOOTEETCTEMAN.

3.6 mypHan ayauTa (audit journal): 3anvce B XPOHONOTHHECKOM NOPAQKE JBRACTENA CACTEMEI, COOEMME-
L8 AGCTATONHO CBEOSHKWHA ONA TOM, 4ToOH PEKOHCTDYHPOBATE, NPOaHANUIMDoBATE M NPOEEDMTE NOCNEL0BS-
TENEHOCTE CREA W QEHCTEMA, OKPYHA0LWME KaHQ0e CoBbITHE MMM BEAYLLMK K KaOomMy cODBITHMIO NO Xogy onepa-
LM OT 82 HAYANE 00 BblJa4YW OKOHYATENbLHLIX PRIy NETATOR.

[MCO 15782-1.2003)(3]

3.7 ayrenmudpuraupna {authentication): MNpegocTaEneHye rapasTiy 3Ia8BMNEHHON HGEHTUHHOCTH 00 LeKTa.

[MCO/MBK 10181-1:1196] [4], MCOMM3K TO 13335-4:2000] [5]

3.8 ayTeHTHYHOCTL (authenticity): CeolcTeO, rapaHTHRYIOLWEs, 4T0 CYTLENT MK PECYDC MOSHTHYHLI 3aA8-
NEHHBLIBA.

MpumeyaH e — AYyTEHTUSHOCTE NPUMEHABTCA K TARMM CYDLEKTAM, KBk NONL30BATENH, K Npousccan,
CHCTEMAM 1 WHROPMALHA.

3.9 pocTynHocTk (availability): XapakTepucTvea, onpefenfiowan OCTYNHOCTE W MCNeNLIY BMOCTE N0 3an-
pOCY CO CTOPOHE! AETOPMA0BAHHON Noryeckoro obwekTa [1], [2].

3.10 peaepeHoe KonupoBaHue (back-up). Coxpadedne Buanec-MHdopmMauky ona obecnedYesna Henpe-
PEIBHOCTH GHIHEC-NDOLBCCA B CITYYaE YTPATh MHHODMALWMOHHEX PECYDCOR.

3.11 GromeTprHecKne AaHHee (Diometric): Mameprman Bronorniyeckan uny NoBeaeHyeckan xapaKTepu-
CTHES, © BOCTOREDHOCTLES OTNIMYAIOLLAR OHONO YENOBEKaA OT ADYTOND, KCNONBIYERAA ONA YCTAHORNSHWA Nubo
NOATESPHOSHWA NUYHOCTIA YeNoBeKa.

[AMNS] X5.84:2003] [E]

3.12 BuomeTpua (biometrice), ABToMaTHYECKME METOOE, MCNOMNEIYEMER ANA DEACNOIHABAHKA NAYHOCTH
WM NOATEEDHOEHNA JAABNEHHOH NHYHOCTH YEN0BEKA HA OCHOBE MUANONOrMYECKHME UMY NOBE0EHYeCKkHx Xapak-
TEDKCTHE.

3.13 meToq ayTeHTAdgrkaumnH kaprovek (MAK) (card authentication method (CAM)): Meton, penaiowmia
BOIMOMHON YHAKANEHYI0 MaLLHHOYHTASMYI0 WOEHTUMEALMED SAHKOBCKON KADTONKK ANA (PUHARCOBEI ONapaLWA
W NpegoTepall aoWwMA KoNWPOBaHWE KAPT.

3.14 wnaccudpmrayma {classification): Cxema, B cCOOTBETCTRMM C KOTOROH MHGODMaLKA NOGPa3nenseTca
HE EATENODMM C LENRK NPHMEHEHKA COOTRETCTRYIOWMY AAUIMTHLIX MED NPOTHAR ITHX KATETODHIA.

MpumMedanne — CooTeaTcTRYHIWWE SAUMTHEE MEPE NPUMEHAIT 4R CREgyoWME KETEMORMR: BOIMOKHOCTE
MOEHHPHECTED, ROHPMOSHUWANEHOCTE AW KPMTMHBOCTE MHERpMALIA.

3.15 vondmoeHuMansHocTE (confidentialit): CeodcTao MudopMauym BeiTe HEOOCTYNHON ¥ 3AKPETOR AN
HEABRTODMIOBAHHOND MHAWBAOYYME, NOTMYeCcKorD ofbexTa unu npouecca [1], [2], [3].

3.16 nnan AEACTEXA B YpelBLMaMHLIX obcToATenscTBAX (contingency plan). MopAagok gefcTexA,
HOTOPEE NOIB0ONAET OPraHu3aLuy BOCCTAMOBHTE DABoTyY NOCNE NPMPOGHOND MM WHoro BeacTenA.

3.17 mepa ynpaenaHua (controll Mo 3.64, TEPMHH ¢ IALWLMTHEA MEDa»n.

3.18 nonvTHEa HHgropMalMoHHOH BelonacHoCTH opradMIauuK [nonaTuea) {corporate information security
policy) [policy]: ObLWee RoONOMEHHE O HAMEDEHWARX W LENAX paapaboTkk NporpamMmbl GECnede A MHQoDMaLMoH-
HOW GE30NacHocTH OpradIaL i,

319 kpeaUTHEIA pRcK (credit risk): PHCK TOTO, 4TO KOHTPAare T B CUCTeMe ByaeT He CNocoheH NonHoCTRM
BEIMOMHWTE CBOW QMHaHCoBRIE 00AIATENLCTEA B CUCTEME B COOK WNK B NicGoe Bpesma 8 By oyies.

[CPSS KnioyeBpe NpUHLMIE A8 CHCTEMHO 3HAYMMBLX MNaTemHes cuctem] [7]

3.20 KpHTHYHOC T (Criticality ) TpeGosanma K ToMy, YTO0R KOHEDETHAA HHPODPMaLUWA WNKW cpeacTea obpa-
GOTEM MHIODMALIMK BbiNk JOCTYNHE ANA Bagewrd Guaseca.
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3.21 kpunrorpadika (cryptography): MaTemaTryecsvil annapaTt, HCNoNLIYeMsid GNA WWhpoaaHHa MK
ayTeHTIdHEEALIK MHEOpMaLIMIA.

3.22 ipvinrorpaduueckan ayredtudukayun (cryptographic authentication): AyTesTrdnkaumMa, ocHoBaK-
HAA Ha LWDPOBOA NOANKCH, KOGE ayTEHTWRHKALMI CO0BLUEHIARA, FeHEDUDYEMENX B COOTBETCTEWM C KpUNTOrpadia-
YECKMM KNEHOM.

3.23 kpunTorpacrueckui kmoy (cryplographic key): 3HaveHne, MCnonsavemos Qna yNpaeneH A Kpun-
TOrpatM-ECKHM NPOLECCOM, TAKKMM E3K WHWDQOBAHWME MK ayTeHTdHkaLUmMa.

MpyMeEYaHAE — IHaHWE COOTBETCTEYHILEND KPHNTOrPatiMHEcKonD KNHE 0887 BOAMOMHOCTE NPEBUMEHO
Aewnhpoeats conblUEHHE WKW NOOTEEPANTE B8r0 LENDCTHOCTE,

3.24 yrHuToMEHWE HHopMaLuu (destruction of information): Moboe yonoBxe, AENA0LLEE MHDODMaLKID
HENDHMIoOHoA ON8 MCToNEI0BAHWA HEIABMCHMD OT NPHYKHLI,

3.25 uwwdhporan nognuck (digital signature): Kpentorpadgu4eckos Npeobpaiosadie, koTopos, Byoyq4n cas-
3aHO C ANEMEHTOM AaHHEX, OBECNeYHBAET YCNYIA No ayTEHTUMUEALMK MCTOUHKKE, UBMOCTHOCTH JAHHBIX W HE-
OTHAAYEMOCTH NOOMWCABLLEH CTOROMEI

[AMS] X9.79] [8]

3.26 packpkiThe MHtopmaumn (disclosure of information ): HecaskWoHHUPOBAHHEIR NPOCKMOTD MITH MOTEH=
UHANLHAA BOIMOMHOCTE HECAHKLWOHMPOBAHHOMD NPOCMOTE MHODMaLMiA.

327 gpoiHo A koHTponk (dual control): Mpousce MCNoNEI0aAHHA 0BYE UMK BONes OTASNLHBIX NOTMHECKAX
O bEKToS (00LIMHD MOgER), A8RCTRY KWWY COBMBCTHO 4NA oDECNEaYSHNA JaLUM TRl BAMHLIK YyHILMIA MN4 WHtop-
MaLMA [3].

NMpumedaHus

1 Oa nomqeckiy 00LekTa HECYT PaEHYID OTEETCTEEMHOCTE 23 0DECNEYEHME HHaMYECKoR aWMTEl MaTepranoa,
IHASACTROEAHHLIX B YAIEMMEIX onepauyAx. Hie 0auH Yenoesr B OTOSMEHOCTA HE MOXET NOMPHMTE JOCTYN K MaTapWanam
(HENpHMER, KpUnTorpadmHeckomy Kmody} N Menone30eaTs M.

2 Mpy pyqros hopMUPDOBAHEAW, NERE0aYS, 3ArPYINE, KPaHEHNW M HIBNSYSHWK KNHSaR 1 capTudiHEATOR OBORHOA
HOHTRONL TREEYET, YTobL KERALIR M3 COTEYOHMKEDE 3HAN TONBKD Ya5Th KMK4HE.

3 Moy MENaNLROBSHWKE OBOEHOM KOHTRONR CREAYeT no2aboTHTeEA O ToM, 4T00L OBECNEYHTE HESEBNCHMOCTE ML

ApyT OT Apyra.

3.28 wwdpporanne (encryption): MNpoyecc npeobpazosavmA KHOOPMAaLIKK K BHOY, KOMOA OHA HE WMEET
CMBICAA HW ANA KOMD, KpoMe ofnagarensid KpunTorpadnHecsons Koya.

MpuMaydad e — HACNoNs3oBaHHe WHEHPOB3HMA JAWMLEET HHEODMEWKMD B NEPHON MEXDY NPOLeCEon
wwthpoganKR W NpoUsctom qewddposaHer (KDTOPEA SENASTCH NPOTHBCNONGEHEM WHhpoEaHMI0 ) OT HECIHELWMOHK-
DPOBEHHIIG PACKDLITHR.

3.29 memceteron akpax (firewall): CoBOKYNHOCTE KOMNOHEHTOR, NOMELLEHHED MENDY J8YMA CETRMH,
KOTOPRE BMEcTE 08NagaT cNegyiowMMKg CEONCTEaMM:

= BECE BXOOALIMA 1 HCXOOALMA CETEEOW TRA WK ACMEEH NPOXOOHTE YEDE3 MEXCETERON IKDaH,

~ NPONYCEAETCA TONBKD CRTEROH TRAMKK, ABTOPWIDBAHHEIA B CODTERTCTEMM C NOKaNBHoR NONUMTHKOH Beao-
MNACHOCTH;

= MEMCETEEOH 3KDAH CaM No Ccebe YCTORYWE K NPOHWEHOBEHHIO.

3.30 npenmrdwirauma (identification): Mpouecc yoTasoaNeHMA 8OMHCTBEHHEIM 0DPEI0M OOHOIHIHHON MOEH-
THYHOCTH ofeexTa [3].

3.31 obpaa (image ). Undposoce npecTaeneHmwe gokymedTa ona obpaboTki Mnn xpadesna B cucTeme obpa-
BOTHA MHDOPRASLMM.

3.32 mHumaenT {incident): MoGoe HENPEOBUOEHHOE MK HEXENATENEHOER CODRITHE, KOTODOE MOMET HapY-
WaTk AeATENEHOCTE MNKW MHPoOpPMaLMoHHYI0 BelonacHocTe [2].

Mpumedad s — K AHUHAEHTANM WHEOPMAUMOHHOR BE30N3cHOCT OTHOCATCA:
- ¥TRATE yenyr, 0DopyooEaHMA KNk yoTROoRCTE;

- CHCTEMHEE ChOM WMNKM Neparpyacs;

- DWHBKY NonbLOBETansA;

- HecoBNOEHWE NOMNUTHE MNW PEEOMEHSAUWA,

- HAPYLWEHME HAWSECHAY 3ALLMTHEIX MED:

- HEEOHTOOMSDYEMLIE M3MEHEHWA CHOTEM),

- cBon mporpaMMHGr 0DECTE4EHA W OTHESE TEXHHHECKMH CPEOCTE;

- HARYLLEHAE NPABKMN OOCTYNA.






