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MOCT P MCO/M3K 18045—2013
Mpeaucnoewe

1 NMCAroToOBNEH ObwecTeomM C OrpaHHYeHHCR OTBETCTREHHOCTEID «LenTp BeaonacHocTh uudop-
mauuus (000 «UBM#), degepansHbiM SETOHCMHLIM yYYDexOeHnen «Mocy0apCcTREHHEIA HAaYYHO-HCCnaqo-
BATEMNECKAR HCNBTATENEHER MHCTUTYT NPoBNem TeXHHYECKoH 3aWnTe HHdropMagrn CegepansHon cnyxbel
MO TEXHUHECKOMY M IKCNoOpTHOMY KoHTpomos (EAY «THIMMK NT3KW ©CT3K Poccuue )

2 BHECEH TexHWYeCcKrM KOMWTETOM No CTAHJADTAIAUMK TK 362 «3alKra vHopsMaLMys

3 YTEEP¥OEH W BBEOEH B AEMCTEWE Mpikasom denepansHore areHTCTEE N0 TEXHWHBCKOMY pe-
rYNHPOBAHMIO W METPONOrMM oT 28 asrycta 2013 . Ne624-cT

4 HacToAw«i cTasgapT WOSHTHYEH MEsQyHapoaHoMy cradgapty MCOVM3IK 180452008 « Mkdopma-
uuoHHan Texswonorus. Metoge v cpegeTea obecnedersa GesonacHocTd. MeTogonorua oueHM DeIonacHocTH
WHopMALMOHHER TexHonomis («|SOSIEC Information technology — Security techniques — Methodology for
IT security evaluafions)

MpK NpMMEHEHXK HACTOAWETD CTAMGAPTA DEKOMEHOYETCH WCNONLI0BATE BMECTO CObIMOMHEN MENTY-
HAPCOHLIX CTAHOAPTOR COOTEETCTBYHOWME MM HALMOHANBLHLIE CTAHOADTE Poccritckol $egepauny, cEBE0EHWA
0 KOTOPRBX NEMBEOEHL B OONONHMUTENEHOM NPANOEEHKA LA

5 B3AMEH MOCT P MCO/MM3K 18045—2008

Mpasuna npumeaMesus HacmoAwe2o cmarwdapma yomanoeness 8 FOCT P 1.0—=2012 {paz0en 8). Hn-
chopManLa 0f UIMERHENUAX K Hacmoaweny cmasdapmy nySnukyemecs e axesodHom (Mo cocmoasuna Ha 1 an-
BapA mMekyiieao 2o0da) UMPOPMALUOHHOM Vkazamene «HayuoHamnsbee cmakdapmbis, a8 obuiuansMbid
MEKCM UAMEHEHUL U NONDSE0K — 8 ENEMECAYMOM UhODMaUUoHHOM yrazamene «HauumHansipe crman-
dapmeie. B cnyyae nmepecHompa (3aMessi] unl omdesbl HECMoALLess cmakdapma coOMmEEsmCimayowjss
yeadomnenue Oydam onyinuxceaqo & GnusaliueM BaNycKe UHhopMaLUoOHNDS0 yra3amena «Hayuonans-
MHble cmardapmes. Coomeamemeyriiyas ubgopMauun, veedoMmerue U MeKcmbl DPaIMelyaomcd Makwe
&8 uHchopMayuontol cucmeme oBWas0 NoONBI0EIHUA — Ha odhunuansHoM calme PedepansHoso azeHm-
CiEa N0 MEXHUYECKOMY DESyTLDDeaHUN U MeMpOnoeUy @ cemu HMumepwem [gost. )

& Crangaprvudopm, 2014

HacToAwmin cTaHaSpT HE MOMET GrTh NOMHOCTER WK YACTHYHO BOCNPOMBENEH, THRAXWPOBAH W pac-
MpOCTRaHEH B KAYECTES OUUMaNEHOND MagaHduA Gea paspeweHya PegepansHono areHTcTea No TEXHUYEcHD-
MYy PEMYIADOBAHWIO M METPONGTHA
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BeegeHue

MexayvHapogrel ctangapt ISOSIEC 180452008 Gwn nogroToBned COBMECTHEIM TEXHUUYBLKMM KO-
muTeToM [SOVIEC JTC 1 eMnghopmauonss maxronozsuuy, Mogiosurerom SC 27 «Memoder v cpedomaa
ofecneverus Gezonackocmu MTy. MoenTmiHei ISO/IEC 180452008 TekcT onyBNUKOBAH CPradnaagknamm —
crioHcopami npoekTa «O6Wa9e kprTepHds Kak «O0Wan MeTodonorMs OugHKM Be30nacHocTy MHGopMaLuoH-
HEEX TEXHOMOTAR 5.

MoTeHUMaANLHEIE NONE3DBATENW 3TOMD MEKTYHAPOOKOID CTAHGAPTA — NDENAE BCEMRD OLUESHLLMKK, NpM-
mexAiowre MCOMM3K 15408 (3geces 1 ganee, ecnk He YKaisBaETCA KOHKPETHAA YacTs CTAMOaPTa, TO CChINKa
OTHOCHTCA Ko Boem yacTAM MCOMAK 15408), » opradel no cepTrdwMiaumd, NoTEEp#AaK0ILKME OERCTBMA
OUEHLLKEKD, 3 TAKKE IZABMTENKY OUEHKH, Pa3padoTurkd, aeTope [N3736 W apyrve cTopoMel, 3aMHTEpECcoBaH-
Hee B BeaonacHocT MT.

3TOT MEMOYHAPOOHBIA CTAHOADT NPHUIHAET, 4TO HEe HA BCE BONPOCH oUeHkM BesonacHocTd WT anecs
NpeacTaEneHel OTEETEl M HTO SankHERAWME WHTepnpeTauuy ByoyT Heofxonumel. B KOHKDETHRIX CHCTeMax
OUEHKH PELUAT, KAk 0BpallaTecA ¢ TAKHMH MHTERNPETALMAMKA, XOTA OHH MOMYT DbiTe NOOUMHEHE COMMAaLLEHH-
AM O BIAMMHOM NpW3HaHud. CNucoK cBA3AHHLX ¢ METOOONCIWER BONDOCOR, KOTODHE MOTYT CNpPegenaThea
B HOMKRETHON CUCTEME OLUEHKM, NPWBEEOEH B NPWICHEHKN A

Bropan peoakuus CTaHgapTa oTMEHABT W 3ameHAaT nepayio pegakuun (MOCT PUCO MK 18045:2007),
KOTORARA NOOBEDIMACE TEXHWYECKOR nepepaboTe.
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HALULWOHANBHEBIA CTAHOAPT POCCMHMCKOW ©EOEPAUMM

HudropsaymonHan TexXHONOrMA
METOOLI U CPEOCTBA OBECNEYEHWA BEZONACHOCTH.
METOOONOMNAA OUEHKW BE3ONACHOCTHA
MHDOPMALMOHHBIX TEXHONOMAA

Infarmation technology — Sacurity techniquas — Methodology for 1T securify evaluation

Oara seeegednA — 2014—07—M

1 OBnacTe NnpUMeHEeHHUA

HacToAWKA CTAKOAPT — A0KYMEHT, COnpoBosaanwmi MCO M3K 15408 «MudopmaduorHan Texsono-
rma — Memoder u cpedomaa ofecnedenus Sesonackocmu — Kpumepuu ouyekkl Se3oiacHocmu UHGBoDM -
UUCHHEX MexHonseuiys. HacToAWWNA CTaHOapT CNUCHIBAST MUHWMYM J8RCTEAR, BLINCNHASMEL OLEHLLMETM
NP NpoBegeHry oueHkd no MCOM3IK 15408 © vcnonkIoEaHWEM KDUTEDKHER W CEMOBTENLCTE OLEHKH, ONpe=
aenenHex 8 MO0 M3K 15408,

HacToAwMiA cTaHOADT He ONPpefenaeT QeRCTBHA OUEHLMKS ANA HEKOTODLIX KOMNOHEHTOR BlCOKOMD 00-
pepHA MCO/M3K 15408, No oueHKe KOTOPEIX NOKa HET 80WHEX COMAacoBaMHLX DYKOB0OCTE.

2 HopMaTHBHbIE CChINKK

YHasaHHee B JaHHOM Dalgens OOKyMEHTE ABNACTCA HeoGNOOWMEMK ONA NPUMEHEHHWA HACTORLLEND
cTaugapTa. [nA AaTHROBAHHLIX CORNOK MCNONBIYIOT TONBKO YEAIAHHOE HigaHde. N8 He0aTHDOBAHHEY CChl-
NoK — Nocnegqes MigaHKe co BCeMH HIMEHEHMAMEN ¥ JONOMNHEHUAMA.

HMCO/M3K 15408 (poe yacTw) Mughopmayuonsas magronozus — Mamode v cpedecmeaa obacneyenus
besonacHocmu — Kpumepuu ouency Sesonacaocmu MT [IS0/IEC 15408 (all parts) Information technology —
Security techniques — Evaluation criteria for IT security].

3 TepmuHLI M oNpegeneHKA

B HAcToALEM CTAHOAPTE NPMMEHEHE CNEAYIOWME TEPMAHE C COOTBETCTEYHILLMMMH ONpEAENEHInAMMN:

Mpumesanne — [NA TEPMUHOE, BEOENEHHEX B TEKCTE ONPEOENEHAA NOMGEMPHERM WPRATOM, B OSHHOM pa3-
[Ena AaHdsl COOCTEEHHLE ONpEnenaHiA.

3.1 pedcreme (action): 3nemedt gedcTedi oueHwmea wa MCO/M3K 15408-3.

Mpumesanne — 3TH ABACTEXA HNK CHOPMYNHPOEEHL B REHOM BUOE 3K OERCTEMR OUEHLLWED, WM HERBHD Che-
OWHIT M3 NSACTEMR pa2paboTiEka (NoOpasyMaRSaMBEs DSACTEXA OUEHLMKE) 8 DEMESY HOMNOHEHTOE TpeboBaHWA OoBe-
prA w3 MCOUM3K 15408-3.

3.2 eng geatensHocTr (activity): MNpuMereHne knacca Tpebopasmia Jopepra ua MCO/ MK 15408-3,
3.3 npoBepuTk (check) BeiHECTH BEpOWKT NOCHE0CTESM NPOCTOND CRABHEHMA.

Mpumesarie — CNEUMANEHEIE AHAHNR K ONET OUSHIGHER He TpebyvioTcA. B dopmynnpoess, B KOTOPOR MCMOMS-
AYETCH STOT MAMN, CHWCHIBASTCA TO, HTO CPABHHBABTCR

34 nocraexa anA ouedkM (evaluation deliverable): MoGol pecype, KOTOPRIA OUSHLWKE MAKW Oprad
oUeHKM TpedyeT oT 3aABMTENA WNW Pa3paboTiMKEa ANS BENONHEHWA GOHOMD WKW HECKONLKWX BMOOE QeATENk-
HOCTH N0 NPOBESEHMID OLEHKM UK N0 HAOI0DY 38 OLEHKOR.

Hapnanue oUuMansHoe
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35 cEMAeTeNLCTEO OWeHKK (evaluation evidence): QakTHISCKaA NOCTABKA ANA OLEHKW.

3.6 TexHHyecknHd otdyeT ob ouedke {evaluation technical report). OT4YeT, BRINYIWEHHEIR OUEHLLKKOM
W NpEOCTABMNEHHLIA B Cprad CUeHKKM, B KOTOPOM NEPUECONTCS oBLWMA BERAWKT W 8ro Norv4eckoe cBocHoBaHNE.

3.7 nccnegoBatk (examing). BeHECTH BEpOMKT HA OCHOBE aHANM3A C HCNONLICAAHKEM CNEUMANEHBIX
IHAHMWIA ¥ ONBITA OUSHLLKES.

MpumMeyad e — PopMynvpoexa, B KOTOPOR MENONLIYETCR 3TOT MAMD, YKE3LIBSAT HA TO, 4T0 KOHKDETHD 1K Ka-
HHE CEOMCTES NOOBEQIAHITCA BHANKIY.

3.8 wHTepnpeTauua (interpretation): PayeAcHeHWe MNKW paclidpedie Tpebosawkna MCO/M3K 15408,
WMCO/M3K 18045 MnK cUCTEME! OLEHKN.

3.9 merogonorna (methodology ) CHcTema NpuHUMNoe, Npoueayn ¥ NDOUESCCOR, NPMMEHAEMBLIX ANA OUEH-
ki BeaonacHocTH MT.

210 coobwenne o npoBneme (cbservation report). Coobwedne, QORYMEHTANLHO ODOLMIEHHOE
OLEHLLMEOM, B EOTODOM OH NPOCHT PAIbACHEHWA MMM YEAILIBAET HA BOIHMELLYHO NPK oUueHKE Npobneny.

311 obwwh eepaueT (overall verdict): MonosumensHsid WK ompLuLameTb kil BelB00 OUSHLKES
Mo PEIYNETATAM OUEHKW.

312 BepOWMKT oprada oueHkW (oversight verdict) Belson oprada oOUeHsd, NOOTRSpHOaMHWLKA MK OT-
KNOHAKWKHA ofwud aepdurm, KOTOpEIR OCHOBaH HA PEIYNLTATAX ASATENEHOCTA N0 HAZI0DY 33 CLUEHKOM.

3.13 aacpukcHpoBaTs (record). CoXpaHnTe B AOKYMEHTANBHOR DODME SNKUCAHKWA NPOUeOYD, CoDRITHA,
OaHHeX HabNoaeHKA, NPeanoNoeMe WA 1M PE3YNETATOR Ha YPOBHE ABTANKIAUMKA, AOCTATOYHOM ONA obecneye-
HWA BOIMOMHOCTH BOCTIPOMIBEOEHMA NPOUSCCa BRINONHEHWA OUSHKW B ByOyLWEM.

3.14 npueecTn B oTyeTe (coobuwennun) (report) BRNOYqTe pesyneTatkl OUEHKEW W BCIoMOoraTensHee
MaTeprans B TeXHWYecKkMid oTyeT 0ob oueHKe MN4 B coobuweHne o npodneme.

3.15 cucrema oueHEm (scheme) CoBoKyNHOCTE NPABWN, YCTAHOBNEHHLIX OPraHomM OUSHEY W oNpenenam-
LK CReay OUSHKH, BKNICHAA KOMTEPHA M METOQ0NOrH, Tpedyenmee ANA Nposenenns oueHim BeaonacHoct MT,

3.16 nogemg AeatensHocTH (sub-activity): TNpuMEHEHHE KOMNOHEHTa TPeGOoBaHWH OOBEDHA W3
WCO/M3K 15408-3.

MpumeyaHd e —Cenapttea TpeboBaHHR AOBSPAR NPAMD HE PACCMETOWMBRNTOA B HSCTOALLEM CTAHOSpTE, No-
CHOMLHEY M NPOBS0AHMA OLEHEA BOAMOE HENONBIYETCR TONLED DOWH HOMNOHEHT SOSEPHR M2 NPMMEHASMOND CEMaRCTES.

317 npocnexnBanme (tracing). JgnodanpaeneHHan CEAIL MEmay JBYMA COBOKYMHOCTAMK CYLHOCTEN,
KOTOPAaR NOKASLIBAAT, KAKKe CYLLHOCTH B NEpBoHA COBOKYNHOCTH KAKMM CYLUHOCTAM M3 BTOPOA CODTRETCTEYKIT.

3.18 mepamkT (verdict). Beipon OUBHLWES (TOMOMUTIENESED, OMDULaSMemabeil WY HEOKOHYaMak-
MbIL NPAMEHHTENBHD K HEKOTOPOMY ANEMEHTY JSRCTEMH OUSHLMKA, KOMMOHEHTY WNK Knaccy TpedoBaHWi
aoceepud wa MCOMM3K 15408,

MpuueyaHde—CM Taes oBWWE SEROKMKT.
3.19 war cueHuMBannA (work unit). HanMmeHswan cTpYKTYRHAA equMHuUa paboT No OUeHKe,

MpumedaHd e —Kasgoe 4aRCTEE B METOOOMONAN CLUEHEH BEMHTHEET OOWH MNH HECKONEHD LWAME OUEHUBEHKA,
HOTOp&E 00LEOMHEHE! B NpE0anax 3T0r0 DaRcTENA METOQONONEN OLEHEN COMNBCHD 3NEMEHTY COOSPMEHMA M NPEacTaEne-
HMA CEMOBTENLETE MK anNemaHTy gercTeri paspabordmia. lan ousHMBaHHA NPEaCTEENEHEl B HACTORLLEM CTaHOapTe
B TOM HE MODAOKE. 9T0 W anasaHTs MICOMSE 15408, w3 roropelx obd cnagyor. Lamn ousHieaqsns naeHTHtruHpoBaHE
YENOBEHEM oDoaHadYeHmen Tina AL TAT.1-2. B arom oboaHaqaHie nocnanosanansHocTs cuMeanos ALC TAT. 1 yeadkl-
paet Ha kosmnodadT MCOD/M3BK 15408 (1. e, Ha nogeMa QaRTENEHOCTE M3 HACTORWErND CTAHOAPTA), 3 3asapWakuyan uad-
pa (2] yEAZLIBSET, 4T0 3T0 BTOPOA War OUSHHBAHKMA B NOJEWLE gesRTensHocTr ALC TAT.T.

4 OBo3HAYEHWA M COKPALLEHWA

B HacToALEs cTAHAARTE NEUMEHEHE! CNETYIGLIKE CORPALLEHWA:
3B (ST) — aapauue No Ge3IoNacHOCTH

T (IT) — vHdopMayMoHHas TEXHOMNOMMA

MDBO (TSFI) — warepdeic $EO

00 (TOE) — obwekT oueHKM

O¥[ (EAL) — oUSHOUYHLIA YDOBREHL BOBEDKMA

NBEOp (OSP) — nonuTHia GEaonacHoCTH OpraHHIaLMM

N3 (PP} — npothrne 3awmTe

TAB (SAR) — Tpebopanke noeapuA K BeacnacHocTH
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YK (CM) — ynpaenesie koldrny paisei

©BEO (T5F) — dhyHEUHMOHANEHEE BOAMORHOCTH BeaonackocTi OO
DTE (SFR) — dyHiymonanernoe Tpefopadre DeaonacHocT

TOO (ETR) — TexHudeckil otdat ob oueHke

CN (OR) — coobwenwe o npodneMe

5 Kpatkwmi obzop

5.1 Crpykrypa cTaHgapTa

Paapen & onpefenaaeT cormaleHis, MCNomNsayemse B HAcTOALLEM CTaHAapTe.

B pasgene T onuceiBaTed 0BWWE 3a0aul OUeHKY DE3 ONPedensHva BEDAMKTOR, CRAIAHHBIX © HIABMIA,
MNOCKONEKY 3TH 330844 He oTOGRaaI0TCA Ha ANeMEHTH JeRCTEMH oueHwMEa K3 MCOMIK 15408,

Paznen 8 onKceIBaeT paGoTel, HEODKOOWMMEE ONA NONYYEHKA DE3YNLETATA oUeH 3.

B pazgenax 9—15 onpegensfioTch AeHCTRWA No OUEHES, CIPYNMADCEAHHEE NO KNAcCa Q0BEpKHA.

Mpunoxeswe A oxearsieacT DA0ERE METOOE OUEHEW, MCNONBIYEMEIE ANA NPEOOCTABNEHWA TEXHHYE-
CEWMX CEBAOETENBCTE DEIYNETATOR CUEHKHA.

B npunomeHry B npHBogUTCA NOACHEHKE KPWTERHES OLEHEM YAIBMMOCTEN M NDWMEPE! WX NDHMEHEHWA.

6 MNpuHATBIE cOrnaleHnA

6.1 TepmuHonorua

B omnmame ot MCOVM3K 15408, roe kamgsi anemeHT BO BCEX KOMNOHEHTAX OQHOMD CEMBRCTEA Q0BEPUA
MMEET OOWMH M TOT #E HOMED, YHIIaHHLIA Nocneqqen undpod ero yenoesoro oBoaHadenua, HACTOALWWMA CTaHaapT
MOMET BECOMTE HOBKIZ LWAMW OUSHWBAHMA NPH KIMEHEHHH ANEMERTA QEACTEMA oueHLWKKa ka MCO/M3K 15408
B JABMCMMOCTI OT NOOBKOA QEATENLHOCTI, B pEayneTare NecneqHas uuiipa YenoBHoMe oSoaHaqeHna Nocnegy-
HILLWX LWAre OUEHMBAHKNA MAMEHKTCA, XOTA War OUSHWBAHKA OCTAHETCH TEM M2 CAMEIN.

MiBan onpeneneHHan B MeToOonorMd pafoTa no OUeHKe, KOTOPAA HE CNenyeT HenoCpeOCTEEHHO
ua Tpedoeanni MCOM3K 15408, Hasmeaerch aadaved unn modaadauel.

6.2 ¥norpebnedue rmaronog

BeonomorarensHeiid rMaron damsas WenonbIYeTcA TONBKO NpK 00R3aTeNsHOCTH COO8DHALLEND 8ro TEKCTa
W, CNegoeaTensHo, TONLKD B paMeas onpeqenéHHore Ward oueHWEaHHa uny nogaagaqu. Ward ouesveania
W Nog3anadd cofepwaT obRsaTens e QeACTEMA N0 OUEHKE, KOTODGIE OUEHLLME GOMKes BLINoMNHWTE, YTobk
BLIHECTH BRQOWKT.

TexcT, CONpOBOMOAMUIMA WAark SUEHWBAHKA W NOOIANAYM, COAEDMNT JANBHERLLME DATBACHEHWA WC-
nonesosaHuA opayndposol MCOMIK 15408 npr cuesxe. Ynotpetnedde rmaronoe cooTEETCTEYET NPHMHA-
Teit B MCO onpenenasqAmM aTiax rmaranos. BonoMoraTenklelid manon credy@m WCnoneayaTcA 8 TOM cnydas,
BCIMH ONACHIBAEMBIA MBTOD CTROMD NpeAncHTHTENEH. Boe npoyuMe BCNOMOFATENBHBIE MAMCNL, B TOM YHCTE
MOWENT, MCNOMNBIYIOTCA B TOM CNYYaE, KOMDA ONUChIBAEMEIN METON HE ARMAGTCA ODAIATENBHBIM MKW CTROMD
NPEANCYTATENBHBIM, 3 TEKCT CNYMWT ANS NOACHEHHA.

Mmaronel nposepums [check), vccnedosame (examing), npusecmy @ omyeme {report) U 3aghuKCLDoEaMS
{record) B TEKCTE HACTORLLErD CTAHAADTA WAEIOT TOUHEIA CMBICT, YEAIAHHBIR B ONpananeHiAx pasnena 3.

6.3 OBwHe yHalaHKA No oueHKe

MaTtepuan, KoTopbIR NPMMeHrM Bones Yam K oOHOMY NOOenOY JEATENEHOCTH, MPHEOAWTCA B QOHOM Me-
CTe. YEazaHWA, KOTOpbLIe ABNSIOTCA WADSKD NEUMEHMMEMK (K HECKONBKKM BUOAM JeaTeNLHOCTH Mnu OY[0),
NpHESJEHEl B NDANCHKEHAM A, YE33aHWA, OTHOCALLWECH K HECKONBHAM NOOBKOAM OOHOTS BA0A QeATeNBEHOCTH,
COOBQMATEA BO BEOOHON YaCTH CNWCAHKA 3TOM BMAA QEATENLHOCTH. ECni yEASaHWA OTHOCATCR TONBKD K 0-
HOMY NOOEWAY ASATENEHOCTH, OHW COOBPMATCA TONLEDS B 80 ONUCAHAM.

6.4 Baaumocenaaes mexgy cTpykTypamu MCO/M3IK 15408 u MCO/M3K 18045

MMeaToA NPAMARA BAANMOCERASE MaR Iy CTPYRTYPOR OO MK 15408 (knacc—oameicT Bo—KoMNOHEHT—
ANEMEHT) W CTRYKTYDOR HACTOAWEND CTaHdapTa. PUCcyHOE 1 WNnMKCTpUPYET COOTBETCTEME BMEHOY TAKMBAWM KOH-
cTpykuAmMK MCO /M3K 15408, xaxk knaccsl, KOMNOHEHTE! W ANEMERTE J8ACTEMA OUeHLLMKS, 1 paccMaTpHBea-
EMBIMH B METOOGMGMMK OLEHEN BUOaMM DEATENEHOCTH, NOOEMAAMK BEATENEHOCTY M AEHCTEMRMA N0 OLEHKE.
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